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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal
choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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(3&E I/Unit 1)

ToRiIfEr 3eag (STeshdl) 1 € Td I8 & 37evdsh 7 SAedl hifeu |

Explain what is security awareness and why is it necessary. 16
(FaT/Or)

TEREYH SIS 1 € TA sHh faemg @ gt ® F IUERT ¥ SARe wife |
Explain what is information technology and what is its use in Business

world. 16

(e II/Unit II)

ae

(a) Vulnerabilities &1 sam&a1 ®fS4 | Technological 3T Configuration

[aWal

Vulnerabilities & fowaRyes =mea ®ife |

Define vulnerabilities. Explain Technological and Configuration

vulnerabilities. 8

(b) TR FREH TALHNE & Hacking issues &1 2

What are hacking issues related to cyber crime investigations ? 8

(31U 4T/Or)

(@) HIESR F1 §? Trojan Horse i fo&Ryds =amear wifsd |

What is Malware ? Explain in detail Trojan Horse. 8

(b) foremmml ik SSL & =ared wifsa |

Explain Cryptography and SSL. 8

(&g III/Unit III)

(@)  Firewall T8 TH% &I YHRI H1 AT HioA |

Explain firewall and its major types. 8
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b) Network attack & &m@ &its@ | Computer network attack T T &
B HHA T?
Explain Network attack. What can be the impact of computer network

attack ? 8
(3IAT/Or)

(a) Secure connection &l TR ®Y T AT HiSH |

Explain what does secure connection mean. 8

b) faf=1 Network topologies &I AT Hife |

Explain different Network topologies. 8

(&8 IV/Unit IV)

[aWa

Authentication % fogia 0 §? fowmya® =men wifsd |

Explain in detail the principles of Authentication. 16

(3T4T/Or)

Operating system hardening & S Hifsd | T8 oqIfcd X &l HHIR S
HIfS |

Explain what is operating system hardening. What are the steps to perform it ? 16

Software piracy i oS8 ¥ 30 B dmel Security Threats i AT hifsH |
What are the Security Threats due to software piracy ? 16
(1FA1/Or)

Data %! secure %% H Backup 3R Restore &1 I yfar 72

What is the role of Backup and Restore strategies in securing data ? 16



