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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal

choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4. Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in

translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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I (Unit I)

(a) 8

How to achieve confidentiality and availability by Cryptography and other

security mechanisms ?

(b) Spoofing Sniffers 8

Differentiate between spoofing and sniffers with examples.

(Or)

(a)

8

What is Non-Repudiation ? Why do we need authentication in data

transmission ?

(b) Malicious Code Backdoors 8

Differentiate between Malicious Code and Backdoors with examples.

II (Unit II)

(a) 8

Define Classical Encryption Techniques.

(b) Confusion Diffusion 8

Explain Confusion and Diffusion with examples.

(Or)

(a) 8

Explain IDEA (International Data Encryption Algorithm).

(b) Feistel Cipher Structure 8

Explain in detail about Feistel Cipher Structure.

III (Unit III)

(a) 8

Explain RSA algorithm.
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(b) Digital Signature Algorithm Parameter Generation 8

Explain Parameter Generation in Digital Signature Algorithm.

(Or)

(a) Simple Hash Function Secured Hash Function 8

Differentiate between Simple Hash Function and Secured Hash Function.

(b) X.509 8

Define authentication procedure in X.509.

(Unit IV)

(a)

8

What do we need Key Management ? Explain various key management

techniques.

(b) IP Sec (IP Security) Architecture 8

Explain IP Sec (IP Security) Architecture.

(Or)

(a) Security Association SA (Security Association)

Key Management 8

What do you understand by Security Associations ? Explain Key Management

in the context of SA (Security Association).

(b) e-mail Security S/MIME 8

Explain S/MIME used in e-mail Security.

(Unit V)

(a) Cyber Crimes 8

Classify Cyber Crimes and briefly explain its different categories.

(b)

8

What do you understand by Information Warfare ? How can terrorist

use information as an intelligence weapon ?
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(Or)

(a) ‘‘Information as an Intelligence Weapon’’ 8

Comment on ‘‘Information as an Intelligence Weapon’’.

(b) 8

Write short notes on :

(1) Hackers

(2) Insurgents

(3) Extremist Groups

(4) Attack and Retaliation

(5) Attack and Defense.


