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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal
choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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(&g I/Unit I)

FRRE 1§ ? HEEd HIEEYE % fafie YR SR

What is firewall ? Explain the various types of firewall configurations.

Intrusion detection system Hi AMheFR Hhl forR 4 U= |

Explain in detail the architecture of intrusion detection system.
(3IUA1/Or)

gk R W W g fafi= sTHen Rl SR |

Explain different types of network layer attacks.

frfafea =1 fagewor sivg -
Describe the following :
(a) Statistical anomaly detection

b) Policy based detection.

(F&E I/Unit II)

PGP 1 § ? PGP =1 wERwen & fawr & wwemed |
What is PGP ? Explain the working of PGP in detail.

IPSec HIFHI HaE YSH &A1 § 7 Hed® W IPSec Hel feu @ & ?
What are the services provided by IPSec ? Where can the IPSec be

located on a network ?
(31A/Or)

VPN =1 § ? Tunnel mode 3R Transport mode T T o |
What is VPN ? Write the difference between Tunnel mode and Transport

mode.



) TrAfated =1 foemo wive
Discuss the following :
(@) Generic Routing Encapsulation

()  HTTPS.
(&3 III/Unit III)

5. (@) MPLS #1 § ? MPLS & fafy= #ig@ =1 sacd|
What is MPLS ? Explain different MPLS modes.

() = VPN U™ & H&ea MPLS VPN U@ & &1 BRI § ?
What are the advantages of the MPLS VPN solution over all the other

VPN solutions ?
(31A1/Or)

6. (@) MPLS &l 2ffhea=rR ! faarR 9 TH=EU|

Explain in detail the architecture of MPLS.

(b)) MPLS VPN 92a&% @i Ushe HIANET il THAEY |

Explain packet forwarding in MPLS VPN network.
(F&E IV/Unit IV)

7. (a) Symmetric key cryptography 3R Asymmetric key cryptography =1 3fem
fos &1 HeEa 9 wHwEd |
Explain Symmetric key cryptography and Asymmetric key cryptography

with the help of suitable diagram.

(b)  Diffie-Hellman Key fafa &t ®Eiyomett & 3o wfed 99mey |
Explain the working of Diffie-Hellman key exchange with the help of

suitable example.
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(31F41/Or)

Hash function ®1 & ? Hash function & oW 1 favgsad € ?
What is Hash function ? What are the requirements of Hash

function ?

frafafed =1 favemor wifsw .

Discuss the following :
(a) Stegnography
b) PGP.

(&HTE V/Unit V)

SSL erfhea=r o1 fomr ¥ ¥uzmew| SSL &1 o fovivad € 2

Explain the architecture of SSL. What are the features of SSL ?

SET #1 § ? SET = yq@ fagmmsii W g sifer |
What is SET ? Discuss the key features of SET.

(3T4T/Or)

Secure Electronic Transaction (SET) FRihicl &1 fo &l de@ar ¥ 99mEd |

Discuss Secure Electronic Transaction (SET) protocol with a neat

diagram.

Kerberos &1 fa&R @ THIMETUI

Explain the Kerberos in detail.



