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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal

choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4. Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in

translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.

Roll No. ...................................
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I/Unit I)

1. (a)  

What is firewall ? Explain the various types of firewall configurations.

(b) Intrusion detection system 

Explain in detail the architecture of intrusion detection system.

( /Or)

2. (a)

Explain different types of network layer attacks.

(b)

Describe the following :

(a) Statistical anomaly detection

(b) Policy based detection.

II/Unit II)

3. (a) PGP PGP

What is PGP ? Explain the working of PGP in detail.

(b) IPSec IPSec

What are the services provided by IPSec ? Where can the IPSec be

located on a network ?

( /Or)

4. (a) VPN Tunnel mode Transport mode 

What is VPN ? Write the difference between Tunnel mode and Transport

mode.
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(b)

Discuss the following :

(a) Generic Routing Encapsulation

(b) HTTPS.

III/Unit III)

5. (a) MPLS  MPLS 

What is MPLS ? Explain different MPLS modes.

(b) VPN MPLS VPN

What are the advantages of the MPLS VPN solution over all the other

VPN solutions ?

( /Or)

6. (a) MPLS 

Explain in detail the architecture of MPLS.

(b) MPLS VPN 

Explain packet forwarding in MPLS VPN network.

IV/Unit IV)

7. (a) Symmetric key cryptography Asymmetric key cryptography 

Explain Symmetric key cryptography and Asymmetric key cryptography

with the help of suitable diagram.

(b) Diffie-Hellman Key 

Explain the working of Diffie-Hellman key exchange with the help of

suitable example.
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( /Or)

8. (a) Hash function  Hash function 

What is Hash function ? What are the requirements of Hash

function ?

(b)

Discuss the following :

(a) Stegnography

(b) PGP.

V/Unit V)

9. (a) SSL SSL 

Explain the architecture of SSL. What are the features of SSL ?

(b) SET  SET 

What is SET ? Discuss the key features of SET.

( /Or)

10. (a) Secure Electronic Transaction (SET) 

Discuss Secure Electronic Transaction (SET) protocol with a neat

diagram.

(b) Kerberos 

Explain the Kerberos in detail.


