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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal
choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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(@& I/Unit 1)
Security attacks F1 T ? f&=l W® e woa w1 AW fafew
What are security attacks ? Name of any four security attacks.
T PR & AR Tew I THARC
Explain the basic component of information security.
(3Ta1/Or)
T @ & U cipher & WEAH ¥ HARE wH & fow fEa keys smavas® € ?

How many keys are required for two people to communicate via a

cipher ?
HieoeR Yo @ € 7 Sifem & fafue el #1 ud ormey
What is Software Vulnerability ? Explain various methods of vulnerability.

(F&E I/Unit II)

fafi= gprR & faw saEn)

Explain different types of Ciphers.

TafHa @R oToHfhd UfshwM & Wie gayd SR F § 7

What are the fundamental differences between symmetric and asymmetric

encryption ?

(F41/Or)

W HRE F TR F TRy

Explain hash function in detail.

Plaintext ® ¥ ? Monoalphabetic Cipher &1 del gi¥war i T ?
What is plaintext ? Why is monoalphabetic cipher difficult to crack ?
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(&3 III/Unit III)

3. (@) fafy= ferermel Ta & ar ¥ 989 ¥ HHsmEU|

Explain in brief about the various cryptography tools.

(b) B FEEIT B Y ARNTAE.T TEINGH Sl TR
Explain the RSA algorithm with its Implementation illustration.
(3141/Or)
(c) Kerbores #1 & ? Kerbores & fafy= T&mtoi W ==i Hifeq|
What are Kerbores ? Discuss the different versions of kerbores.
(d) fefSieat certificate AMehl &1 foaror famr ¥ difsw
Explain digital certificates in detail.
(e IV/Unit IV)
4, (a) IP Security R Security Association ¥ F HacH 72

What is meant by IP Security and Security Association ?

(b) TUHSSA FM T ? THSA HI YW STavARsl IR fawmme w == @i
What is SET ? Discuss the requirements and key features of SET.

(31F41/Or)

fafim yoR & diRam T w1 famR ¥ wdEul

Explain various types of software threats in detail.
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(& V/Unit V)

TE@EqU |EeR HMAI ! AR @R gEies wife

Define and list important Cyber Laws.
Worm 1 § ? UH Worm 3R Virus & o9 He@qul <R 1 § ?

What is a worm ? What is the significant difference between a worm and

a virus ?

(3FIa1/Or)
TR Hacking &1 fo@R @ 9@smu|
Explain Cyber hacking in detail.
Frefafed =1 aw=gmET .

@) Intruders =1 ThX

(i)  HEEA H GRR|
Explain the following :
@) Type of Intruders

(i1) Types of Firewalls.



