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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal
choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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g3 I/(Unit D)
Block cipher #1 & ? Mode of opreations W Wfera e fafem|
What is block cipher ? Write a short note on mode of opreations.
Modern cipher % confusions 3iR diffusions ® 70 &M ¥ ?

What are confusions and diffusions properties of modern cipher ?
AT/ (Or)

RO & WY one-way function W ==l HifSQ |
Discuss the one-way function with an example.
frfafed w1 g9=msT

Explain the following :

(@) Blowfish

b) IDEA

(c) RCS.

g II/(Unit II)

DES round #1 § ? ‘IDEA’ DES & & &9 ® ?

What is DES round ? How is IDEA different from DES ?

Middle attack # STEHt 1 § ? o R of" 4 ST = 7 h1 STEM wh
fewt A key THHES H1 SUANT Feh Hishe YA fEAn; T o= 13, wfe™
T %l 3% ®9 H ol § SR S™ 9 % ®F H a% ol g1 I iR
gaufer X #1 8 3R Y ® 6 & ®I H YAd T Middle attack H STH!
% Y H feErEy)

What is man in the middle attack ? Alice and Bob establish secrete
using Diffie Hellman key exchange using g=7; n=13. Alice takes X as
3 and Bob takes Y as 9. Tom and intruder select X as 8 and Y

as 6. Show the working of the man in the middle attack.
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g4t/ (Or)
DES feg@@iea iR DES round & §gd # DES TEIRGH 1 9 HifSw |
Describe the algorithm with reference to its overview and DES round.

Diff-hell Key famo uteiifign iR @&t @ & aR # «awu|

Explain diff-hell key distribution algorithm and list disadvantages
of it.

gh1g III/(Unit III)
g WET U8 63 SR public key 13 ¥, a1 faw IR F1 ¥ ? RSA THIRH
HT FART HIST |
What is the cipher text if the plain text is 63 and public key is 13?7
Use RSA algorithm.
IPSec 0 WSH i WM ol Hard 1 € ? g W e IPSec waEl
A wRA T ?
Waht are the services provided by IPSec ? Where can be the IPSec
located on a network ?

A4/ (Or)

Digital Signature @I URHIMYA I | Feask FI&T | IO HGI 1 AT
RIS |
Define digital signature. Expalin its role in network security.

SUYH ST H W RSA & IR H guiw wifSwl

Describe about the RSA with suitable examples
g IV/(Unit IV)

Secure Hash Algorithm % compression % SIT&AT IS |

Explain the compression of Secure Hash Algorithm.
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GUI-KGPG & eR #® =M= shifsu|
Discuss about the GUI-KGPG.

U4/ (Or)

Frontends-Kleopatra W TU& Hfera e fafewi
Write a short note on Frontends-Kleopatra?
SHA-256 1 § ? 2% &I gUed W@ & fau @ IR &9 fwa
ST %2
What is SHA-256 ? How is it used for secure the network ?

3R V/(Unit V)
TR public key cryptography UGIRGH Helag HIWT| THIRGH H§ ¥ TH
® GUFAET & public key cryptography &1 Suam f&enm S ¥ 2
List four public key cryptography algorithms. Explain one of the algorithms
where public key cryptography are used.
Seahorse 1 ¥ ? Modular Square roots W dHfara e fafew|

What is seahorse ? Write a short note on modular square roots ?
3{qAT/(Or)

Steganography ¥ STU& &1 Aol © ? 39 HodHifgd ®Ea B 82 w4
fom & 2
What do you mean by steganography ? How do you hide data in a

mutlimedia file ?

S WS 1 transport layer T TRET JAISH H1 1 STEYIHRAT © 2
What is the need for security services at transport layer of Internet

Protocol ?



