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Instructions :

1. The question paper is divided in five units. Each unit carries an internal
choice.

2. Attempt one question from each unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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g3 I/(Unit I)
AT GRAT H GRE sl | AT N T ¥ 2 X.800 Wkl h WY H SRy |

What do you understand by Security services in Information Security ?

Explain X.800 protocol briefly.

T e & fau afy= geR & Tl & aRefia wifs

Define different types of threats to Information Security.
YA/ (Or)

fremmel iR o™ TE T g MU SR UGSl e W i ?

How to achieve confidentiality and availability by cryptography and other

security mechanisms ?
MY SR JHTHRO Yfwar @ eifus e 9 oA Fhd § 2

How can you make the user authentication process more secure ?
gaE II/(Unit II)

F HA JiHTen EE TR WY I qorl § Sifies gRIeT § 7 SUgH Serelu
% WY G9Ed | HA aUHe 9w & fau feenmfates & fau giwen fafe

Why is Mono alphabetic cipher more secure than Caesar cipher ? Explain

with suitable example. Write the process for cryptanalysis for mono

alphabetic cipher.

I & Ty fai= .9t die o THwE) SE salh die fRemmhr 1 S
foran T ® SHet feafg fafem)

Explain various ECB modes with example. Write the situation where

Block mode cryptography is used.
AdT/(Or)

frfafed = #e1 wawg fafew

Give difference between the following :

@) Block cipher and stream cipher

(i1) Cryptanalytic attack and brute force attack.
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Wiaa T wRE ¥ T ? hA Taien, 3R SR ufewH tw g @

e ¥ ?
What is secure hash function ? How encoding, hashing and encryption
differ from one another ?

Zahe III/(Unit III)
X.509 H THOE ufwmed @ aRfia s
Define authentication procedure in X.509.
IR, TH. U UGHINEA &l AR |
Explain RSA algorithm.

3/ (Or)

Kerberos ! STIYROT &l THIAE |

Explain the concept of Kerberos.

qresieh sholl foRhenmhl & fagal = fod |

D

Write the principles of public key cryptography.
e IV/(Unit IV)
FH Y HH B: 99 GET AER HI g T AR IT HWAT H HEIET

List at least six web security standards and explain them briefly.
T RSN YAEH H SAEvIeAl F © 2 fafy= wSH WeEH qehAeRl ol HHE |
Why do we need key management ? Explain various key management

techniques.

31U/ (Or)

TR&T argenan Tesme gfekan @1 9fes S9smsT
Explain the security architecture design process with neat sketch.
3ol TRET W AT o qHHA © 2 I-Hel GUan & fafq= uewhl o Siaer qHeEy |

What do you understand by E-Mail Security? Explain the various elements
of E-Mail Security.
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e V/(Unit V)
9. (@) WER STOE w gRefya IS fafi yeR & \EeR ST wl HHeed |
Define cyber crime. Explain various types of cyber crimes.
b =\ W g e fatem
1 A SR &N
2.  Twd
3. HAfqardt e
4 fersret |
Write short notes on the following :
1. Attack and Defense
2 Hackers
3. Extremist Groups
4 Insurgents.
AdT/(Or)
10. (o) WER FET A §? R ww gwem H R #& W Hd §

What is cyber security ? What does cyber security work for in a specific
organization ?

(b)  HEER HFA I AR THEY| TR U H HESR FHHA I STE¥IHhal i ¥,
TS|

Explain in detail cyber law. Why do we need the cyber law in our
country ?
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