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Instructions :

1. The Question Paper is divided in five Units. Each unit carries an internal
choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4, Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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(&8 I/Unit I)

AT SMHAT | T 1 THgd © 7 SUYH SV Higd HHSEU) 8
What do you understand by Security Attacks ? Explain with suitable
example.

faaifiea wice o iR facifeea il MoeFar § o) =asd | 8

Differentiate between Selective Field Confidentiality and Selective Flow

Confidentiality.
(3IUA1/Or)

WEMFRIE 3R oy & STHAT 1 SYZH STl |fed a9emsa| 8
Explain Modification and Fabrication types of Security attacks with

suitable examples.

&M & Non-Repudiation i@ & o9 &M ¥@ed € ? Non-Repudiation
Origin f95/@ Non-Repudiation Destination faga & f&Fg &R i1 & 2 8
What do you understand by Non-Repudiation principle of security ? How
does Non-Repudiation Origin principle differ than Non-Repudiation

Destination principle ?
(3®13 II/Unit ID)

Mono-Alphabetic Cipher 3iR Poly-Alphabetic Cipher ¥ 9 &I TH3( © ?
SR Hied THETE | 8
What do you understand by Mono-Alphabetic Cipher and Poly-Alphabetic

Cipher ? Explain with examples.

ECB (Electronic Code Book) 3R CBC (Cipher Block Chaining) 37aRI™ tﬁ%ﬁ
T SR sy |
Differentiate between ECB (Electronic Code Book) and CBC (Cipher

Block Chaining) cipher modes of operation.
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(31ET/Or)

One Time Pad cipher &1 3fad IS0 Afgd oA | 8

Explain One Time Pad cipher with suitable example.

Secure Hash Function & ®E&R Og &1 AR | 8

Explain working principle of Secure Hash Function.
(&3 III/Unit III)

RSA (Rivest-Shamir-Adleman) fF<EmTH Telien ¥ om0 F:1 99 € 7 8
What do you know about RSA (Rivest-Shamir-Adleman) cryptography

algorithm ?
fefSea foer 71 ¥ ? fefvea fom=r fefSea swmear (Wfifedem) @ fwa
e = € 72 wHEEd 8

What are digital signatures ? How do they differ from digital certificates ?
Explain.

(31E1/Or)

Symmetric Key Cryptography 3R Asymmetric Key Cryptography ¥ 3T=i
AT | 8
Distinguish between Symmetric Key Cryptography and Asymmetric Key
Cryptography.

X.509 directory authentication fefSieqt @eifthhen & fafa= Fw=heol &1 oo
HifST | 8

Describe different versions of X.509 directory authentication digital

certificates.

(e IV/Unit IV)

E-Mail gIam T Y T THHAA ¥ ? PEM (Privacy Enhanced Mail) e-mail

W AFE I THSAE | 8
What do you know about E-Mail Security ? Explain PEM (Privacy

Enhanced Mail) e-mail security standard.

IP e &1 fafy= fagoand fafes 8
Write down the different features of IP Security.
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(3AUAT/Or)

PGP (Pretty Good Privacy) e-mail §X&T AMa& @ ¥9eisd | PEM (Privacy
Enhanced Mail) e-mail T&T A% & I8 fFg ywrR = & 2 8
Explain the PGP (Pretty Good Privacy) e-mail security standard.
How does it differ from PEM (Privacy Enhanced Mail) e-mail security

standard ?
IP §R&M 1 TIEA HT FOA Hifo | 8
Describe the architecture of IP Security.
(F&TE V/Unit V)
HEsR SIY H ol 9w\ | 8

Describe the Cyber Crime in detail.

T Esl AU F Heifera Insurgents 3R Extremist groups H GHHATS | 8

Explain Insurgents and Extremist groups related to cyber crime.
(AUAT/Or)

fafy= AR Ay STHAYM & JRR & AW fared | 8

Write down the names of different Cyber Crime attacks.

“White hat hackers &1 ethical hackers i %&d T1” =& wifed | 8

“White hat hackers are ethical hackers”. Justify.



