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First Semester

1PGDCS1- FUNDAMENTALS OF CYBER SECURITY

Internal Tl"olul Marks

L 1—:)—[ Theors Paser | Practical
I C | . P Exams Evaluation
2101021 8 - \ T T
| .
UNIT-1 /L _ B
Compyter Generation, Block Diagram, Input/output Units, Input Devices, Output Devices . CPUL
Scanner . Networking Concepts.

DNS. [P aadress. Subnet.

NMakong

Memory, HDD, FDD, and other Storage Devices, Printer :Types,
LAN, WAN. MAN, HUB. Cables. Topology, Switch, Gateways, Router,
Windows Basics , Making Folders, Files, Copy, Paste, Typing in MS-words.
Presentation-in PowerPoint . 1P Configuring, Software Installation, Games, Windows Cont
Printer Installation. Partition, HDD Geometry, FAT32, NTFS File system. Elementar:

Theory, Required LAB .
Goals: To learn about the basics of computer devices, networking devices.

UNIT-11

Protocols TCP/IP, Ethernet, OS], Token Ring, Token Bus, FDDI, Application Layer Pr
SMTP, FTP, HTTP, HTTPS , UDP, and all Cable Crimping, Subnetting, Superneting.
Routing, Switching, VLAN, Modem ACL, SNAT, DNAT, Required LAB.

Goals: What is [P Addressing, How Internet works, hqw; gata travel within a network.

Excel.
ol Pancl.

Number

otocols. Email.
VLSM.

UNIT- 111 i
Software Firewalls, Hardware Firewalls, Physical and Virtual Machines, KVM, Virtual Box, VMware,
Virtualization, AWS, Required LAB.

Goals: Learn about the Network security i.e. Firewall, What is virtual machines & cloud computing and

how it works.
UNIT- IV Linux Essentials: Basic commands, Shell, Directory Structure, Users, Groups, Permissions,
Partitions. Goals. Journey of Linux operating system, familiarization with Linux and working with Linux

command line.

UNIT-V :
Servers, DNS, FTP, DHCP, SAMBA, Apache, Active Directory, LDAP, Postfix.
Goals: Working with Different Servers like File, Web, Mail, Centralized Users Servers

Reference Buoks
1. William Stallings-Cryptography and Network Security: Principles and Practice-Pearson
Publication S e
O'reilly Publication 3rd edition

Chris McNab -Network Security Assessment-
3. Michael Speciner and Radia Perlman-Network Security: Private Communication ina

Public World -Pearson Publication

4. Chey Cobb- Network Security for Dummies
5. Charles P Pfleeger -Security in Computing -Pearson Publication
6. Justin Seitz Black Hat Python-Python Programming for Hackers and Pentesters - William

Pollock Publication
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Evaluation

Total Marks

UNIT-1

Cyber Law: Cyber Laws in India, Ongoing Efforts in India, Stakeholder Agencies in India.
Intergovernmental Organizations and Initiatives

Goals: The Information Technology Act, 2000. It is the Primary Law in India Dealing with Cybercrime

and Electronic Commerce.

UNIT-1I

Scripting: Linux Shell, And Python: Basics of Scripting, Performing Series of Operations using Scripts.

Goals: To understand Scripts for Automated Attacks.

UNIT-II

Ethical Hacking Overview, Gathering Facts, CP/IP Concepts Review, Network and Computer Attacks,
Network Enumeration and Foot Printing- DNS Query, WHOIS Query, OS Finger Printing, Banner

Grabbing - .

Programming for Security Professionals- Web Application Vulnerabilities, Buffer Overflow Attack,
Session Hijacking, Code Injection Attacks- Cross Site Scripting Attack, SQL Injection Attack. Required

LAB

: Goals: Basics of Ethical Hacking, Gathering information required in Order To Attack a Target, Finding

Critical Bugs in Servers.

UNIT-IV

Pa-sword Hacking, Windows Hacking, Logging by Pass, Network Hacking, and Anonymity and Email
Hacking. Web Servers Hacking, Session Hijacking, Surveillance, Desktop and Server OS Vulnerabilities,

Required LAB

Goals: Methods of Password Encryption and Decryption, Leamn to Remain Anonymous Over the Internet.

UNIT-V

Database Attacks, Hacking Wireless Networks, Cryptography, Network Protection Svstems, Trojan and

Backdoor Applications, Legal Resources, Virtualization and Ethical Hacking. Required LAB
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Goals: Wavs faintain Ac S
| avs to Maintain Access 1o a System using Trojan and Backd iaguerver and
Wireless Networks. |
/

References Books
Michael T. Simpson, Kent Backman, James Corley-Ethical Hacking and Network Defense.

1.
2. Stuart McClure Joel Scainbray, George Kurtz -Hacking Exposed—Network Security Secrets &
Solutions,
1PGDCS3- SOCIAL MEDIA AND SECURITY
Practical Internal g 2 Lt |
Th . [ Total Marks
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Unit-1 »
Digital Marketing overview- What is digital marketing? , Traditional marketing vs. digital
he business. Search

marketing, Understanding Traffic, Categorization of digital marketing tort
Engine Optimization (SEO)- On page optimization, Off page optimization.
Goals: learn how to use dozens of proven digital marketing strategies.

Unit-II
Social media overview- Social Media Features, Social Media Tools and Platforms, Social Media

Monitoring, Hashtag, viral content.
Social Media Marketing I - SMM Vs. SMO, Benefits of using SMM, Social Media Strategy,

Email Marketing ,
Goals: Basic of social media, Develop a product concept for marketing purposes.

Unit-111
Social Media Marketing II- Facebook Marketing- Profiles and Pages, Business Categories,
Facebook Page Custom URL, Invite Page Likes, Scheduling Posts, Facebook Events, Facebook

Insights Reports, Competitor's Facebook Page, Connect with Twitter.
Facebook Ad Campaigns- Ad Objective, Performance Matrix, Ad Components, Facebook Ad

Structure, Facebook Insights, Facebook Page Promotion, Video Promotion.
Goals: Develop a Facebook campaign for the product concept.

Unit-1V
Google Ads- Introduction to Ad words, Keyword Planner, PPC, PPC terminology, PPC AD on

GOOGLE, FACEBOOK.

Goals: Use social media to keep abreast of the latest trends in your industry.

Unit-V

Content Marketing and security, Security for SMM, Sociai Media Privacy, Secure Payments and

Website Encryption, Cookies, VPN, Digital Certificate, E-Governance, E-wallet.
Goals: Understand security issues related to social media and digital marketing
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Reference Books B
yummies, John Wiley & Sons.

I. Ryan Deiss, Russ Henneberry (2017) Digital Marketing tor |

ISBN 1119235596, 9781119235590.

2. Ahuja Vandana (2015) Digital Marketing, Oxford University Press. ISBN 0199455449,
9780199455447 Y

3. Ira Kaufman, Chris Horton (2014) Digital Marketing: Integrating Strategy and Tactics with
Values, A Guidebook for Executives, Managers, and Students, Routledge, ISBN 1317999754,
9781317999751

4. Matt Chiera (2018) Digital Marketers Sound Off: Tips, Tactics, Tools, and Predictions from
101 Digital Marketing Specialists, Matt Chiera, ISBN 0692121595, 9780692121597

5. Puneet Bhatia (2017) Fundamentals of Digital Marketing, Pearson Iridia, ISCN 9352861418,

9789352861415

IPGDCS4- SECURITY LAB 1

I . Practical Internal
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Kali Linux: Familiarization with kali Linux, basic commands, basic networking,
setting up hacking environment, downloading and installation of the tools and

framework.
ifconfig command, ping commands: Network configuration, ping utility, finding live

host using ping, icmp packets, blocking icmp packets, modifying icmp packets.
Source code viewing with browser, source code viewing using curl tool,

WebCrawler: Viewing, modifying and cloning website source code using web
browser built-in utility i.e developer options, Extracting saved passwords from the web

browser, curl utility, viewing and downloading website source code using curl utility.
FTP Commands (Anonymous Login), hosts file for DNS: Using ftp utility present
in windows and Linux, downloading and uploading files to FTP server, anonymous
login to FTP Server, leaming about hosts file present in Linux and windows,
modifying hosts file.

Port Scanning, OS Detection, Software Service Detection (Nmap): Nmap and its
options, scanning live hosts for open ports and services, finding running service on the
target, detecting running OS on the target, running- stealth scan against host and

finding vulnerability on the target using nmap.
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